Employee Password Recovery Tools (AD-Self Serve)
Available Through Employee Intranet

Asheville

Employee Intranet

PROCESS SUPPORT POLICIES STAFF SERVICES MEWS & EDUCATION HUMAN RESOURCES LINKS

Staff Intranet » Home

CLICK HERE TO LOG IN TO EMPLOYEE INTRANET]
All city employees must be authenticated to access the city Intranet.
If you are accessing this site from outside the city netwark, please use the link above to login manually using your employee credentials.

Users logged into the city network should automatically authenticate. In rare cases, you may need to delete your browser's temporary files to login correctly.
This feature is found under Internet Options inthe Tools menu.

Need Help?

¢ Anyone who visits the Asheville Employee Intranet at Welcome to the Employee Intranet

Employee Directary Materials on this site are maintained by content managers in each department of the city. Questions or City of Asheville Core Values
suggestions about materials related to a particular work process may be directed to the

http://intranet.ashevillenc.gov without being Iogged in will T SEprTan N ToCTIA BT Senced US55 s to e

Deskvia the link at the bottomn of the page. For more information about the management of this site,

Web CHS
R please see the Web CHS Project Page

be presented with the login dialog above.
ACCELA version available. This site is notintended as a storage medium for outdated materials or any

e materials not commonly required by ciy staff. Munis Training Videos

If your browser does not aute-logon when accessing this site from city network computers, please
follow the link below for instructions on setting up auta login. In seme instances it may be necessary
to delete your temporary intemnet files for auta login to begin working

° You ca n access the account recovery tOOIS from the it *- These links or services are not available aver an external internet connection. e
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¢ You may also access the account recovery tools from the

{ THE ASHEVILLE APP
CITIZEN SERVICE
REQUESTS

“Account Recovery Tools” link at the bottom right corner of

the Intranet site. Account Recovery Tools




Account Recovery Page

From the Account Recovery Tools page, you must register first to use the service. After you have registered with the service, you
may use the “Reset Forgotten Password” or “Unlock Your Locked out Account” features.
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All employeesmust | Account Recovery Tools

Staff Intranet » Homer Account Recovery Tools

register with the

service and provide To use the Recovery Tools, employees must have previously registered with the system
. . and provided the required information using the link below.
security questions

and answers before Register or Update Your Information with the
they can use the Account Recovery Tool
account recovery

tools.

Employee Account Recovery Tools are available to allow city employees to reset their
account password if they are locked out or have forgotten their password.

ﬁ Reset Your Forgotten ;u Unlock Your Locked out
Password [Ei] Account

Use this option If you have forgotten

your password and want to reset it Use this option if your account has been locked.




User Registration

User registration will allow employees to use the recovery tools service or modify their previously configured settings.

ASHEVILLE Account Recovery
North Carolina System

Update Your Employee Profile : Please login here

user Registration Sign in

User Name: || |

Employees must register before they can use
the Reset Password or Unlock Account Options. Password: | |
A wvalid employee login is required to register.

Log on to: |ASHEVILLE [v|

NCEENY

Login
ﬁ Reset Password — Unlock Account
o
Reset your forgotten password B Unlock your locked out account

When you click on the “User Registration” link, a login dialog will appear. Enter your current network credentials, type the security
“captcha” (example here is: hg3s5h) and click “Login” to proceed.



User Registration (cont.

Welcan
On thIS a e OU Wl” ASHEV[LLE Sign Out, Personalize
Page, ¥ . NMorth Carolina T

select two security —

. . Change Password “
guestions and provide
answers to those User Registration
queStlons‘ The information you provide here would be used to authenticate you when attempt to reset password or unlock your account.
YOU Wl” need tO type yOUF You have already enrolled! If you desire, you can alter your enrellment information here.

answers twice to verify
you have typed them Security Que & Ans
correctly. Answers are

Length Specification

case sensitive and will

® The minimum length of the answer(s) should be 5 characters and maximum allowed is 255 characters

need to be answered the

Register Your Security Que & Ans

same way you type them.

Que: |—-—----F‘iease Sealect a Quastion V|

Answers to security |
guestions must be at least

Que: |—-—--—-F'iease Select a Quastion

5 characters long and

should not be a very
simple response or contain Bl Nt
words from the question
itself.

Once you have chosen two separate security questions from the lists and provided answers then click “Update.” You are now
registered to use the recovery tools.



Reset Your Forgotten Password Function

The Reset Password Page allows employees to change their password if they have forgotten it.

Password N etYo T word

Please provide your user name and domain name,

? Reset Your Forgotten

Use this option If you have forgotten
your password and want to reset it.

Comain User Name || | {Example : Jsmith)

Domain Name | ASHEVILLE

To use the Reset Password function,

Type the characters you see in the picture below.

follow the link above from the
account recovery tools page. 0”’447

You will enter your network user | 2

Letters are not case-sensitive

name, then type the security

“captcha” and click “Continue” to . WS

proceed.
You Wi” then be asked to Time left for this operation : 04:51 -
answer your two security /% Security Questions |

Please answer the following question(s) as per your enrollment profile to reset your password

questions. Type your answers in
exactly as you typed them when Answer the below question(s)
you regIStEFEd for the SerVICE : What was your favourite cartoon character during your childhood ?

:  Who is your childhood hero ?

and then click “Continue.”

You have up to 5 minutes to -

complete this procedure.




Reset Your Forgotten Password Function (cont.)

After successfully answering the security questions on the prior page, you will be able to change your network password.

You have up to 5 minutes to Time left for this operation : 04:53
complete this procedure. R '

Domain Password Policy Requirements
The minimum password age is 0

Type your new password in the

The maximum password age is 30

reset paSSWO rd area. The minimum password length is 8

Ma. of Password Rememberad is 10

PaSSWOFdS mUSt be at IeaSt 8 The password complexity property is Enabled
characters long and include at

least three of the four following

Reset Passv ord

items: (Uppercase letters, Hew Password : |

Lowercase letters, Numbers, Confirm New Password : |

and/or Special Characters.)

Passwords cannot have more than 3 consecutive characters that are included in your user name or in prior passwords.

Confirm your new password and click “OK.” Your network password is now reset to the new password you specified.



Unlock Your Account Function

Your network account will lock after several failed login attempts. It will normally unlock itself in 15 minutes, but you can also
unlock your account with the Unlock Account function.

M Unlock Your Account

| ‘{ | Please provide your user name and domain name,

Account

[ifa Unlock Your Locked out

Use this option if your account has been locked. Domain User Name | e ——
Hamp B mi

Domain Name IﬁSHEU]LLE EI

To use the Unlock Account function,
follow the link above from the account
recovery tools page.

Type the characters you see in the picture below.
-

N4o72K
| | &

Letters are not case-sensitive

You will enter your network user name,
then type the security “captcha” and
click “Continue” to proceed.

Time left for this operation : 04:54

You will then be asked to answer
. . m Security Questions
yOUI’ two SECUI’Ity QUEStIOI’lS. Type | ‘; | Please answer the following question(s) as per your enrollment profile to unlock your account

your answers in exactly as you set

them when you registered for the Answer the below question(=)

Que: What was your favourite cartoon character during your childhood ?

service and then click “Continue.”

Anst || |

¢ Who is your childhood hero ?

You have up to 5 minutes to

complete this procedure.




Unlock Your Account Function (cont,

After successfully answering the security questions on the prior page, you will be able to unlock your network account.

Time left for this operation : 04:55 @
Simply click on the

™) Unlock Account
uUnIock Account” button and I 'E | Unlock your locked out account

your account will be unlocked. e e g




